For example, for the purposes of your internship, research or when
taking a picture or recording a video. It is important to know how to

properly handle personal data.

Always start by defining your purpose: what do you need the
personal data for? Now answer the following questions.

Great! You still have an information obligation, which means
you have to explain your purpose and inform data subjects
that you anonymise any personal data you collect.

. v You use secure applications made
This means that there RE

are three requirements
you have to meet:

available by your organisation

v Access to the personal data is
restricted to authorised individuals

v Where possible, the collected personal
data have been anonymised

Make sure to store the data
securely in an application made
available by your organisation.

————————————————————

First minimise the
amount of personal
data you collect

Make sure to receive consent
from your data subjects.

Make sure to meet the
requirements listed
here before continuing

Destroy the data. Always check for
possible alternate storage locations (on
a smartphone, in the cloud, etcetera).

ATA

Personal data are data that
can be traced back to a specific
person, e.g. their name, social
security number and email
address. Even someone’s
religious beliefs and sexual
preferences are classified as
personal data.

For example: do you need a
specific year of birth or would
an age range suffice? Do you
need to know someone’s exact
place of birth or would a
general region provide
enough information as well?

You must always carefully
register and store the consent
you receive. Always inform
data subjects about why you
want to collect their personal
data, who can access their
data, how long you intend to
store the data and how one
can revoke their consent, once
given (this is not always
possible in the context of
scientific research). For
children under the age of 16,
their parents must consent to
the data collection.

Always checkyour
: interxship organisation sd
privacy policy beforehan

e \When reporting for your
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